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The CLEARSY safety platform (CSP)

» Development and deployment of safety-critical applications, up to SIL4

» A comprehensive and consistent framework that natively integrates
safety principles and ease the design of safety critical system

» For designing cyclic or acyclic applications running directly on the
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» Drastically Reduce the time and effort
required for certification ( - 80%)

A 2002 microcontrollers
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SIL4 certified solution

» The CLEARSY SafetyPlatform has

GE%IFER
been certifiedSIL4 by CERTIFER T
> Certificate n°9594/0262

Design examination type certificate

N° 9594/0262 édition 1
Délivré 3
Attributed to
CLEARSY
320 Av. Archimede - Pléiades Il
F-13100 Aix-en-Provent ce
by
CERTIFER
18 Rue Edmond Membrée

F-59300 VALENCIENNES

qui certifie que la conception du produit suivant :
ifies that the design o

GENERIC PRODUCT

CLEARSY SAFETY PLATFORM
(D270 REV. 01.01)

est conforme aux exigences SIL4 des normes CENELEC EN 50126 :2017, EN 50129 :2018,

EN 50128 :2011.
meets the SIL4 requirements of the stondards CENELEC ENS0126:2017, ENS0129:2018, ENS0128:2011.
Vannexe EC_9594._
This

1falt partie

includes appendix EC_9594_0263 version

The scape of this certificate is limited to the design of the product

*ndi Mr‘:d&ﬂm;"v‘;m.
ooe o carfcaion:ansory 1152021
ﬁ e Délivré a Valenciennes le 11/01/2021
§
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CSP provides guaranteed processing...

» Thanks to 2002 architecture, replicated processing, interlocked clocks, diversified

compilation...

> Dynamized & composite 1/0 imposed by safety related application conditions (SRACS)
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> Variable upsets, compilation errors, clock drifts ...even MCU instructions failure (in common mode)

cause shutdown

» This was the topic of the certificate: let's concentrate now on the correctness of the

application program
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B proof to ensure program correctness

» Application programs are written in BO (entry language for
the CSP compiling chain)

» Program proof with B (simple sketch) :

m(s) ens :=ens \/ {s} var1 (18: ens ?1:0) Init : var:=0
r €res = IF 18 : ens THEN r:=1 ELSE r:=0 E i in(s) = IF s =18 THEN var:=1 END When proof OK :

r €res=r:=var

BO program

N
P— Progg ::;;igilon <Tool based matches the B
proof OK if there exist ; iy c
instantiations of abstract )\ (AtEIIer B) speC|f|cat|on
variables that fit prover
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Examples of “wanted properties” in vital devices

'» Example: safety flasher

> The signal shall not display non-flashing (steady) when it is driven in

flashing mode

Unlit signal is always possible (failure)
But displaying non-flashing forbidden (because flashing is a more restrictive indication)

Flashing too fast, or with insufficient off time, could be misinterpreted as a more permissive
indication

» Example: train speed & localization device

> The actual train speed and position shall always be within the
computed interval

» Properties on both physical and software entities
> Difficult to specify in the previous B proof frame
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Guaranteed time mechanisms in CSP

'» Guaranteed clock: safety watchdog
> Time in 125ps ticks, 105ppm max drift
> Output set to restrictive as soon as period cannot be maintained

» “Fast enough, or die” principle guaranteed by deadline
mechanisms

> For example, to ensure that an input is polled fast enough:
testDeadline(LastPoll + MaxDelayBetweenPolls) inserted in the user part of the safety
watchdog
* Where LastPoll is the guaranteed clock taken at a successful poll
Ensures shutdown if the clock overruns LastPoll + MaxDelayBetweenPolls
+ i.e. if LastPoll was not refreshed fast enough
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B specifications with the guaranteed clock

'» The CSP B library provides a clock variable representing
~ the guaranteed clock usable in specifications
> deadlines must be tested in the B operation user watchdog.

> inserting testDeadline(D) calls in the user watchdog is the only

way to prove that the clock will not overrun D

In fact: if overrun, shutdown
testDeadline(D) = SELECT clock < D THEN skip END
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The safety flasher example

» Reminder: safety flasher

> The signal shall not display non-flashing when it is driven in flashing mode
Unlit signal is always possible (failure)
But displaying non-flashing forbidden (because flashing is a more restrictive indication)
Flashing too fast, or with insufficient off time, could be misinterpreted as a more permissive indication

» Thanks to the clock variable representing the guaranteed clock:
> Property expressed in the B specification:

> At any time t0, if the output is permissive then there exists t1 less than 2s
older than tO such that the output was restrictive during all the interval
t1..t1+1s

1t0.(t0 /: restrictive => #tl.(tl : t0-2s..t0 & tl..tl+ls <: restrictive))

» This is sufficient to specify all that is needed in safety
> ‘restrictive’ being the set of clock date with restrictive output
> This covers any case of unwanted behavior
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Safety flasher example B proof

» Safety:

> The output shall not be driven by something else than the progra
Hardware output safety - hardware design + CSP safety conditions

> Processing according to the program
Ensured by CSP, or shutdown (so no output: safe)
> The program ensures a flashing state unmistakable from a steady
state: B proof

« Risk of error in detailed software specifications: eliminated, the
specified property directly denotes a valid flashing
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Example: train speed & localization device

' Safety property:

| > The actual train speed and position shall always be within the
computed interval

» Using the clock variable: one can define abstract variables to

denote the actual position and speed of the train

(KnownPosition = TRUE

=>

clock <= calculationClock+MaxbDelay

& Actualposition(calculationClock) : ComputedPosMin .. ComputedPosMax
& Actualspeed(calculationClock) : ComputedSpeedMmin .. ComputedSpeedMax)

> If there are computed intervals, then at a calculationClock date
fresher than MaxDelay from now the actual position & speed are

within the computed intervals
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Example: train speed & localization device

» in Railmap (ADEME funded project):

(1 /Onboard computer \

Position /
speed

intervals cyclic

computation

KnownPosition
ComputedPosMin. .ComputedPosMax
ComputedSpeedMin. .ComputedSpeedMax

Track reading J

» [ input

“hardware

Safety: ensured
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train speed & localization, proof principle

Correct use of
clock &

EXTERNAL PROOF:
physical laws shall match
kinematics laws (max
acceleration, etc.)

Physical laws
defined by B

Links between track EXTERNAL PROOF: the input Hardware
reading inputs / hardware, with redundancies tests nature
possible distance & tested often enough, shall & frequency

ensure these links (whatever ensured by
the failures)

Proof by matching the
actual computation to
the formulated physical
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train speed & localization, proof understanding

» Actual position and speed abstract variables in the B specification:
> Physical entities

» Correct understanding (see slide 5): proof OK if there exists actual
position and speed abstract variables, bounded only by laws of
kinematics & bounds given by the validated inputs, such that computed
intervals always include them

> Because of the “bounded only by”: ensures that all possible positions & speed
(limited by kinematics & inputs) are included in the computed intervals at each

cycle
» The B proof becomes the central hub for the safety proof:
> Program correctness covered;

> Input validity (if tests validated often enough) defined & formulated

To be ensured by demonstration (hardware failure rates, tests capabilities & detection)
> Kinematic laws defined and formulated
To be ensured by physics (movement continuity, maximum acceleration, etc.)
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A new B proof method

» With a minimum risk of error in complex software
~ specifications
> Direct formulation of system safety properties

» No need of a delicate transfer from system level proofs to
software level proofs
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New B proof method: challenges

'» The safety watchdog (containing the user watchdog & user calls to
testDeadline) interrupts the other B operations, is that OK in the B
proof paradigm?
> The B proof establishes that invariants (properties) hold whatever the
operations, but not in the middle of an operation

> Rationale: OK thanks to restricted rules for the ‘user watchdog’ operation (in
particular, no variable modification)

» Could transitory states in the middle of B operations have effects on
outputs?

> Rationale: according to CSP safety conditions, enforced by CSP library: to
drive any permissive output, the agreement between both program replicas in
each uC is needed

On each puC: only 1 replica is processed at a time, so the other one is stopped (outside any B operation),
proved invariants & properties hold for this replica’s variables

Thus, transitory states (ensured in 1 replica only) cannot drive any permissive output
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Generalization

» New method explained here in the frame of the CLEARSY
safety platform

> Any safety platform providing time guarantees could certainly be |

used in the same way
Our experience is limited to CSP, though

» Expression of system-level safety properties directly
> Avoiding the risk of complex software specifications
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Thank you for your attention!

» Questions?
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