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Verification of a motor controller in signalling systems
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Verification of a motor controller in signalling systems
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Overview of this talk

t <= TSelfTest[id][max]

?
?3[?5}{}3&1. id==0 StartingSelfTest ;g&;{"'gl!féi]e’
:=0, gotError:=false S{aLtSelfTest[unit][faultV. .
Init
1=
t<=TInit[id][max] err:Err erri=read

error[id][err]?
last=err, t=0,canAct[id]=fal

Reseting

errorfid][err]?
last=err, t=0,canAct[id]=fal

t<=TSendingl[id][max] t=(
tolid][c

errorfid][err]?
command[id][ST4 last=err, t=0,canAct[id]=fal

StopLeft

errorfid][err]?
last=err, t=0,canAct[id]=fal

tolid]lidle]! T t<=TSending[id][max
limnielid 00
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1. Model behaviour in
UPPAAL model checker

3. Configure instances of the models
and requirements in Excel

5 S
’b&& (\o® & Q&é’ ,btgl\& 4\0‘} ,b(§ ) o\(\\ &
Bl Configuration Bl EC A O N
3 |Monitor X
4 Decoder X
5 JustHeartBeat X
6 SelfTest X X

@Scenarios

4

@Configurations

State Trigger Comp. Expected
controller; is decoder receives a controller send a left
ready left command 1 command within 100ms
monitor; or go to a fallback
controllers

reader; fail state within 100ms

2. Specify requirements

(temporal formula)

4. Verify all instances and all requirements in one go

Uppex

O ~ @ -models/report-24feb.html @ (©) >

Uppex

Verification Report: uc10-nonreactive.xlIsx
2022/02/24 10:55:21

BufferOverflow

@ChkB0OCanOverflow: the Buffer1 shall be able to overflow.

Decoder

X @chkDecoding: the Decoder1 shall be able to send a warning.
@ChkBONeverOverflows: the Buffer1 shall never overflow.

S ——
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t <= TSelfTest[id][max]

doSelfTest . . error[id][read]?
to[id][sTest]! idg=0StartingSelfTest gotError:=true
- t:=0, gotError:=false 32 :
nit _
t<=TInit[id][max] / errl=read
t>=Tinitlid][max] t>=TSelfTestidll[min] | errorfidlferrl?
to[i_d][checkHW]l t'=_0 last=err, t=0,canAct[id]=false
Reseting ' Lck[id][max] . err:Err
C\, - ~ error[id][err]?
) t<=Tsendinglid]max] =0 Y last=err, t=0,canAct[id]=false
tolid][checkiMilasrs tolid]lidle]! c
Idle doSelfTest=false EndSelfTests err:Err error[id][err]?
. Y last=err, t=0,canAct[id]=false
command[idI[STOPR—" 4, se|fTest sramand[id][STOP!
action[id][start]? .
StoplLeft G =0 G StopRight
_ oo DY err:Err error[id][err]?
tolid]lidle]! t<‘Tse”d'”9['d][maX(J tolid]lidle]! Y last=err, t=0,canAct[id]=false
limit[id] && tolid][start]! limit[id] &&
t>=TMove[id][min] t>=TMove[id][min]
limit[id]=false el limit[id]=false err:Err errorfid][err]?
m Y last=err, t=0,canAct[id]=false
action[id][gste actignfid][goRigh
err:Err .
_ - ~ error[id][err]?
t<=TSendinglid]jmax] 7 last=err, t=0,canAct[id]=false
tolid][
t:=0 \ t:=0
ommand]id][LEFT]! e MovelLeft MoveRight e
err-Err N error[idl[err]?
_— L t <= TMovellid][max] last=err, t=0,canAct[id]=false
- t<= action[id][stop]? action[id][stop]? '
Model-checker of =0 =0 (=0, canAcia=ralse eucom
. . t=_,_c§nAct id]=false FallingBack | Iimit[,id] L fail[id][control]? act_ion[id][a]?
Real-time properties ! limitfi] g =0 ¢ RS
— Fails | Faulty error[id][err]
t<=TSending[id][max] . Stoppi ) err:Err

ng
]!

tolid

action[id][reset]?

error[id][err]?

last=err, t=0,canAct[id]=false

~

=0 ' FallBack
T-ET ror[id][err]? last=err, t=0,canAct[id]=false

fail[id][control]?
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Component architecture

: warn,upd (_[ ]ﬁ“m't
Warngupd [Buﬂ'-'erl ]( ..................... .[[\/]omtorl]_e_rFo_r Controller1 _e_rFo-r
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[Encoderl](.\.lf’.?fn.}.'.'.).. e
: A
L Wam Decoderl]-. ......
Dashboard |............ action 1" Thood
A Y DeCOder2]'—":"_'

16x Automata

Self-Test Scheduler

do self-test
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Enabled Ti

Mon2
warnE[1][msg]: Sg2 —

tick[1][unit): DashHB — De2
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<Global variables> |

De2

tick[O][unit]: DashHB — Del

tack[0][0]: Del — Bfl

DashHB

warnE[0][msg]: Sg1 —

tackB[O][0]: BfL - Sg1

Mon1l

(StartingSelfTests, Waitin

(StartingSelfTests, Waiting, Waiting, StartingSt

(StartingSelfTests, Waiting, Waiting, StartingSt

(StartingSelfTests, Waiting, HeartbeatW, Start

(StartingSelfTests, Waiting, Waiting, StartingSt

(StartingSelfTests, Waiting, Waiting, StartingSt

(StartingSelfTests, Waiting, Waiting, StartingSc
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Trace File:
Prev Next
[y Open ¥ save
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Replay

Random
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Fast
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<Constraints>
wall = 81
{ Jpd
Ctl.t=43
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Monl.sending = 4,
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R Del.dec =79
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Circ.tB = 81
Mon2 Circ.tV = 43
(StartingSelfTests, Waiting, Waiting, StartingSt ift‘;_sf !
Del DashHB.tTick = 1
wall - timeStateUp

Ctl.t - timeStateU|
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t <= TMove[1][max] e =0 bad-++, t=0 Eyns;=DeliaDec © bad++, syn=0
=0, canAct[1]=false achcom gt L L
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Model = Requirements + Network of Automata

Config.

State Trigger

Comp.

Expected

=)
J—

Conf1
COan

Conf3

while

Conf4
Conf4

Conf5

decoder receives a
left command

Bntrollerl is
ready

(@]

monitor; or
reader; fail

controllery
fails

when

. <
controller; receives +
an error message

controller; receives
an error message

shboard can
sgnd messages

controller;y
controllery
controllery
=
=
controller;
encoder;

full system

go to a fallback
state within 100ms

send a left

command within 100ms

go to a fallback
state within 100ms

D t <= TSelfTest[id][max]

?(;)[?S]I[Fs[?é;t | id==0 StartingSelfTest:

=0, gotErllbr::falseS iflSe\Wesl{uml][f ItV

error[id][read]?
gotError:=true
errl=read

error[id][err]?
last=err, t=0,canAct[id]=false

error[id][err]?
last=err, t=0,canAct[id]=false

error[id][err]?
last=err, t=0,canAct[id]=false

error[id][err]?

last=err, t=0,canAct[id]=false

error[id][err]?

-

last=err, t=0,canAct[id]=false

errorlid][err]?

Y id==1 err:Err
7 / t>=TSelfTest[i]][min]
1 1 CheckHw =0
send immediately a stop e ecktatman o
. . )
command to the circuit /o
(jfle]! tolidlidle]! @
. EndSelfTests
IfTest=fal err:E
notify the dashboard elestofase —
. . Test and[id][STOP]!
within 100ms mmpmm
hY err:Err
4 tolid][idle]!
to[id][start]! Ill:‘r[w‘\tgl[‘d] E]&
never get StUCk t>=TMovelid][min]
N limit[id]=false errEn
actio [ggRight}™ \ err:Err
R =u t=0
t<=TSending[id] t<=TYending[id][max]
t=0
commandiid Moveleft MoveRight s
comman MovingRight err:Err

last=err, t=0,canAct[id]=false

error[id][err]?

MovingLeft
t <= TMove[id][max]

t <= TMove[id][max]

action[id][stop]? actionl[id][stop]?
t=0 t=0

FallingBack

t=0, canAct[id]=false

t=0, canAct[id]=fals T limitlid]

! limit[id]

last=err, t=0,canAct[id]=false
a:CtrCom

fail[id][control]? action[id][a]?

commandl[id][STOP]!
t<=TSending[id][max] géjpping
Lolid][fb]!
I action[id][reset]? /y\

last=err, t=0,canAct[id]=false

err:Err

Fails | Faulty errorfid]lerr]?
err:Err

error[id][err]?

=0 FaHBackLB

err:Err errorfid][err]?  last=err, t=0,canAct[id]=false

fail[id][control]?
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Examples of Configurations

Configuration 1

e The motor takes exactly 4.5s to move left or right (OK)
e The dashboard starts at 2s, asks to move left at 5s, and asks to move right at 10s
e No fault is injected

Conf3 —_—

Configuration 2

* The motor takes 6s to move left (not OK)
e (rest as Conf. 1)

Conf5 :% —

Configuration 3

e The monitorl components becomes faulty after 5s
e Buffer is smaller

e Heartbeats are off

e (rest as Conf 1.)
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Uppex: Challenges and Workflow

» Large model that can be refined < Understanding & Maintenaince
* Variability (unfixed parameters) < Developers + Modellers

/) Apply a configuration

——>  Verify 1 configuration

XE—.

https://cister-labs.qgithub.io/uppex @

\) Verify all configurations

—
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https://cister-labs.github.io/uppex

Demo: A look into the configurations

const int TSName[lds][Intrv] = {{SMin-1,5SMax-1},{SMin-2,SMax-2}};
Name Min-1 Max-1 Min-2 Max-2 Comment Features
Init 50 50 70 70 control: tim«
Check 100 100 100 100 control: mas <query> <formula>SFormula</formula> <comment>5Comment</comment></query>
SelfTest 00 00 time to run - Formula Features While When
SelfTest 200 200 200 200  time to runSe|A[] (not deadlock) | | Dash.StopScer ChckDeadlock SD:::board & full system
> e Lo adliisool (Ctl.Ready && Del.dec==0 && lastl Scnl COINDICTELS [PEC e Circuit
ready a GOLEFT
Monl.Fails --> (Ct2.FallBack && Ma FailMon10 Monitorl fails  Controller2
2 @Configurations @Scenarios <queries> @Gilobal +

> ) < g O
@ & SRR
2 VO S »° e P L
@ X O & § o L e
: £ S KA PR ETFTEEES
yl Configuration & £ & & L L L L FF & & & &
3 Monitor X X
4 Decoder X X
5 |JustHeartBeat X X X X X
6 SelfTest X X X X X X X
8 @Configurations @Scenarios <queries> @Global @Local @TimeBounds @Datal|
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Wrap up

UPdeL 1. Annotate Uppaal model

xE

Uppex) 3. Intantiate & Verify many configurations

Development
team @

ALSTOM

2. Configure annotations in Excel

Verification

team ISe||] @
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